Dear Colleague,

| have been informed by the United States Capitol Police and DC Health Link* of a
data breach impacting Members and staff. DC Health Link suffered a significant data
breach yesterday potentially exposing the Personal Identifiable Information (PII) of
thousands of enrollees. As a Member or employee eligible for health insurance
through the DC Health Link, your data may have been comprised.

Currently, | do not know the size and scope of the breach, but have been informed by
the Federal Bureau of Investigation (FBI) that account information and PII of
hundreds of Member and House staff were stolen. | expect to have access to the list
of impacted enrollees later today and will notify you directly if your information was
compromised. DC Health Link will also likely contact you.

It is important to note that at this time, it does not appear that Members or the House
of Representatives were the specific target of the attack.

While we do not yet know whether other enrollees have been compromised, out of
abundance of caution you may wish to freeze your family’s credit at the three major
credit bureaus:

e Call Equifax at 800-349-9960 or freeze your credit online.
e Call Experian at 800-397-3742 or freeze your credit online.
e Call TransUnion at 888-909-8872 or freeze your credit online.

Freezing your credit is free and will not impact your credit score. A credit freeze keeps
the personal information in your credit files from being accessed without your

consent. It should prevent anyone, including you, from opening a credit card, or taking
out a loan in your name. Please remember to write down the password you create as
you freeze your credit as you will likely need to unfreeze it at some point in the future.

Please follow these step-by-step instructions for freezing your credit, and
the additional steps you can take to avoid becoming a victim of identity fraud at the
end of this message.

Speaker McCarthy and Democratic Leader Jeffries have formally requested additional
information from DC Health Link on what data was taken, who was impacted, and
what steps they are taking — including providing credit monitoring protections — to
protect House victims of this breach.

| will update you when | have more information.

Sincerely,
Catherine L. Szpindor

Chief Administrative Officer
U.S. House of Representatives

*The DC Health Exchange administers health care plans for Members and
designated staff of Members, Committee and Leadership. Enrollees in health
insurance through FEHBP are not affected by this incident.



